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Board Summary Report
CONFIDENTIAL — For Board / Senior Leadership Team



	Prepared by
	

	Date of report
	

	Audit period covered
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	Response rate
	



1. Executive Summary
This report summarises the findings of the Shadow AI Audit. The audit was designed as a listening exercise, not a compliance investigation, to surface where AI tools are being used across the organisation, understand what that usage signals about unmet needs, and ensure appropriate governance is in place.

Key Finding:
	Summarise the headline finding in 1–2 sentences. E.g. "X tools identified across Y departments. The most significant risk relates to..."





Recommended board action:
	What does the board need to decide or approve as a result of this audit?





2. Audit Scope & Methodology
The discovery survey was distributed to department heads and a representative sample of frontline staff. All responses were confidential and reviewed in aggregate only. Each tool identified was rated against three risk dimensions and classified using the four-action framework.

	Risk Dimension
	What It Measures

	Data Sensitivity
	Type of data being processed through the tool

	External Data Transmission
	Whether data leaves the organisation's environment

	Vendor Governance
	Quality of the vendor's data governance and compliance posture



3. Inventory Summary
Transfer totals from the Board Summary tab of the Risk Matrix & Inventory Tracker spreadsheet.

	Total AI tools identified across the organisation
	[ ]



	Tools classified as BLOCK — cease use immediately
	[ ]



	Tools classified as FORMALISE — governance review required
	[ ]



	Tools classified as ADOPT — officially sanction
	[ ]



	Tools classified as MONITOR — observe with review date
	[ ]



	High risk tools (risk score 10–15)
	[ ]



	Medium risk tools (risk score 6–9)
	[ ]



4. Key Risks
The following risks require board attention. They are listed in priority order.

	Risk 1 — [TOOL NAME / RISK DESCRIPTION]

	Risk detail
	

	Data exposed
	

	GDPR / regulatory flag
	

	Recommended action
	



	Risk 2 — [TOOL NAME / RISK DESCRIPTION]

	Risk detail
	

	Data exposed
	

	GDPR / regulatory flag
	

	Recommended action
	



	Risk 3 — [TOOL NAME / RISK DESCRIPTION]

	Risk detail
	

	Data exposed
	

	GDPR / regulatory flag
	

	Recommended action
	



5. Action Plan
The following actions are recommended. Each has an assigned owner and deadline.

	🚫  BLOCK
	The following tools should be blocked with immediate effect. This is an executive action — the leadership team should issue notifications to affected staff, clearly and without blame, and identify alternatives where the underlying need is legitimate. The board’s role is to confirm this decision has been taken and to satisfy itself that staff communication has occurred.

Tools: _______________________________________________



	📋  FORMALISE
	The following tools have genuine value but require governance review before continued use is sanctioned. This is an executive workstream — the leadership team should engage IT and legal within 30 days and report back to the board. The board’s role is to set the deadline and request a status update at the next meeting.

Tools: _______________________________________________



	✅  ADOPT
	The following tools are low-risk and high-value. The board is asked to formally approve their addition to the official tool set — this is a board decision. Once approved, communication to staff is an executive action and should be positive in tone.

Tools: _______________________________________________



	👁  MONITOR
	The following tools are borderline. Usage monitoring and the 90-day review are executive responsibilities. The board’s role is to note the review date and ensure it appears on a future agenda.

Tools: _______________________________________________






6. Innovation Signals
Shadow AI usage is not just a risk - it is intelligence. The following patterns in the audit data indicate where the organisation has unmet needs or process gaps that AI could legitimately address.

What is the dominant use case people are trying to solve?
	E.g. Document drafting, meeting notes, data analysis - and what does this tell us about where official tools are falling short?






Where are staff acting as early adopters / innovators?
	Note any departments or functions where shadow AI use indicates strong capability or appetite that could be channelled positively.





What should we pilot or prioritise based on this intelligence?
	Specific AI use cases or tools that the audit data suggests would be high value if officially adopted.






7. Measurement & Next Steps
	Action
	Owner
	Deadline

	Issue BLOCK notifications to affected staff
	
	

	Engage IT / Legal on FORMALISE tools
	
	

	Communicate ADOPT approvals to all staff
	
	

	Set 90-day review date for MONITOR tools
	
	

	Report back to board on progress
	
	

	Conduct repeat audit in 6 months
	
	



	Board metric (read aloud at next meeting):

"Shadow AI inventory complete. [X] tools identified. [X] blocked; [X] to be formalised; [X] approved for adoption; [X] under monitoring. [N] process improvement opportunities identified from user intent analysis."






Disclaimer.
The AI Governance Toolkit is provided by the Institute of Directors (IoD) Ireland for general informational purposes only. It is intended as a practical guide to support members. The toolkit does not constitute legal, regulatory or professional advice. IoD Ireland accepts no liability for any loss, damage or consequence arising from the use of, or reliance on, this material. 
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