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Capability and Readiness Audit
IoD AI Governance Toolkit · Category 4: Make It Real



	About this audit



This audit helps your leadership team answer one question honestly: do we have the capability to govern AI, and have we built the structures to support responsible adoption?
It runs across two connected tracks. 
Track 1 assesses director and board governance capability - literacy, oversight skills, and regulatory awareness. 
Track 2 assesses organisational readiness - policy, structures, data stewardship, and culture. Complete both tracks together as a leadership team, not individually.
Questions are behavioural and evidence based. Where a question asks for a named document, a named person, or a recent date and you cannot answer, record that directly. The inability to name an artefact is itself a governance finding.

	Scoring guide



Each question is scored: No (0) · Sometimes (1) · Yes (2).
"Sometimes" means the governance behaviour depends on who is in the room, not on an embedded structure. In governance terms, "Sometimes" is a gap, not partial credit. A policy that is sometimes communicated is a policy that is not embedded.

Session Details

	Organisation
	[Organisation Name]

	Session Date
	[Date]

	Facilitator
	[Name and Role]

	Participants
	[Names and Roles]

	Shadow AI Audit (Tool 1.1)
	[Completed / In Progress / Not Started]

	AI Use Policy (Tool 2.1)
	[In Place / In Progress / Not Started]




	Track 1: Director & Board Capability



This track assesses whether your leadership team has the governance literacy to oversee AI responsibly. You do not need to be technical experts. You need to know enough to ask the right questions, hold management accountable, and discharge your oversight duties.

Domain 1A: AI Literacy & Regulatory Awareness

Can directors engage meaningfully with AI governance and are they aware of the obligations that now apply to them personally?

	#
	Assessment Question
	Score
	Evidence / Notes

	AI Literacy
Understanding AI well enough to govern it — not to build it.

	1.1
	

Can you describe the EU AI Act's risk-based framework (prohibited, high-risk, limited-risk, minimal-risk) at a directional level?
Evidence prompt: When was the board last briefed on the AI Act? Who provided the briefing?


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	1.2
	

Does your leadership team understand what Article 4 (AI literacy obligation, in force February 2025) requires of your organisation as a deployer?
Evidence prompt: Name one specific step taken since February 2025 to meet this obligation.


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	1.3
	

Are directors aware of the Regulation of AI Bill 2026 and the August 2026 enforcement deadline?
Evidence prompt: Has legal or compliance advice been sought on the Bill's implications for your organisation?


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	1.4
	

Do directors understand their personal D&O exposure in the event of an AI governance failure?
Evidence prompt: Has the board discussed AI-related liability at a formal meeting in the last 12 months?


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:



Domain 1B: Strategic Assessment Capability

Can the board evaluate AI's role in the business, where it creates value, where it creates risk, and what deserves enhanced oversight?

	#
	Assessment Question
	Score
	Evidence / Notes

	Strategic Assessment
AI on the agenda - as strategy, not just technology.

	1.5
	

Has the board identified where AI is mission-critical to your organisation - the functions where an AI failure would have material consequences?
Evidence prompt: Is this documented anywhere - board minutes, risk register, strategy paper?


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	1.6
	

Is AI explicitly referenced in your organisation's strategic plan or annual planning cycle?
Evidence prompt: Point to the document.


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	1.7
	

When AI investment proposals come to the board, does the board scrutinise the governance assumptions - not just the business case?
Evidence prompt: Describe the last AI proposal the board reviewed. What governance questions were asked?


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:












Domain 1C: Oversight & Accountability Structures

Does the board have what it needs to exercise meaningful oversight - not just formal structures, but functional ones?

	#
	Assessment Question
	Score
	Evidence / Notes

	Oversight
Governance that functions, not governance that exists on paper.

	1.8
	

Can you name the individual in management who is specifically accountable for AI governance? (A named person - not a team, committee, or department.)
Evidence prompt: Name them. Where is this accountability documented?



	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	1.9
	

What AI-specific information does the board receive from management, and how frequently? (Not a general technology update - AI-specific reporting on risk, use, or performance.)
Evidence prompt: Describe the last AI report you received. When was it?


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	1.10
	

Is there a defined escalation path for AI incidents or concerns - so that a significant AI failure would reach the board promptly?
Evidence prompt: Describe the escalation path. Who triggers it? Who receives it?


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:










	Track 2: Organisational Readiness



This track assesses whether your organisation has the structures, policies, and culture needed to support responsible AI adoption. A director's job is to oversee these structures, but you can only do that effectively if they exist.

Domain 2A: AI Visibility & Inventory

You cannot govern what you cannot see. Does the organisation know what AI is in use including informally?

	#
	Assessment Question
	Score
	Evidence / Notes

	AI Visibility
The starting point for all governance - knowing what you've got.

	2.1
	

Does the organisation have a current AI tool inventory: a list of all AI tools in use, by whom, for what purpose?
Evidence prompt: When was it last updated? Who maintains it?



	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	2.2
	

Has the organisation completed a Shadow AI Audit (Tool 1.1) to identify AI tools being used informally by staff?
Evidence prompt: When was this completed? What did it find?



	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	2.3
	

If you asked management today to list every AI tool in use across the organisation - including informal use - how confident are you the list would be complete?
Evidence prompt: What process or mechanism gives you that confidence?



	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:







Domain 2B: Policy & Governance Structures

Does the organisation have the formal governance structures that distinguish responsible AI adoption from ad hoc use?

	#
	Assessment Question
	Score
	Evidence / Notes

	Policy
Structure that creates accountability - not documentation for its own sake.

	2.4
	

Does the organisation have a written AI use policy that covers acceptable use, data rules, and vendor governance?
Evidence prompt: When was it approved? Who approved it? When was it last reviewed?


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	2.5
	

Is there a defined process for approving new AI tools,  with named authority and cross-functional review?
Evidence prompt: Describe the last time a new AI tool was formally evaluated. What was the process?



	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	2.6
	

Do all staff know what AI tools they are and are not permitted to use?
Evidence prompt: How do you know? Has awareness been tested?



	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:











Domain 2C: Data Stewardship

AI systems are only as trustworthy as the data they use. Does the organisation govern the data that feeds its AI tools?

	#
	Assessment Question
	Score
	Evidence / Notes

	Data
Governing AI starts with governing the data it consumes.

	2.7
	

Is there a named owner for the key data assets used in AI systems - a specific individual, not a department?
Evidence prompt: Name them.


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	2.8
	

Has the DPO or legal function reviewed AI data use for GDPR compliance - particularly for AI systems processing personal data?
Evidence prompt: When? What was the outcome?


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	2.9
	

Does the organisation have processes to verify data quality before AI systems use it - to reduce the "garbage in" risk?
Evidence prompt: Describe one.


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:













Domain 2D: Cultural Readiness

Governance only works if the culture supports it. Does your organisation have the conditions for responsible AI adoption — not just the structures?

	#
	Assessment Question
	Score
	Evidence / Notes

	Culture
The conditions that determine whether governance is real or performative.

	2.10
	

Do leaders visibly model AI learning - sharing their own experiments and questions openly with the team?
Evidence prompt: Give a recent example.


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	2.11
	

Is there psychological safety around AI mistakes - or does fear of failure drive shadow usage?
Evidence prompt: How would you know if staff were using AI tools they felt they shouldn't admit to?


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	2.12
	

Has the organisation explicitly communicated *why* it is governing AI - not just the rules, but the reasoning?
Evidence prompt: Point to the communication.


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:













Domain 2E: Monitoring & Reporting

Governance without monitoring is governance in name only. Does the board receive what it needs to exercise ongoing oversight?

	#
	Assessment Question
	Score
	Evidence / Notes

	Monitoring
Closing the loop - from adoption to ongoing oversight.

	2.13
	

Does management report AI risk and performance to the board on a regular basis - not as a one-off, but as a standing item?
Evidence prompt: How frequently? What does the report cover?


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	2.14
	

Is there a mechanism for staff to escalate AI concerns or incidents - and does the board receive a summary?
Evidence prompt: Describe the mechanism. When was it last used?


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:

	2.15
	

Are AI systems reviewed periodically against their intended purpose - to check they are still performing as expected and within policy?
Evidence prompt: When was the last review? What was the outcome?


	☐ No ☐ Sometimes ☐ Yes
	Evidence / notes:












	Maturity Staging: How to Interpret Your Scores



Add up your scores per domain. Use the guide below to identify your maturity stage. Most Irish SME boards are operating between Ad Hoc and Emerging - the audit helps you identify where you actually are.

	Stage
	What it means
	Typical indicators

	Ad Hoc
	No governance in place. AI adopted without oversight.

	Cannot name who owns AI risk. No inventory. No policy.

	Emerging
	Awareness present but governance informal or inconsistent.
	"Sometimes" answers predominate. Governance depends on individuals, not structures.


	Structured
	Formal governance in place, consistently applied.

	Written policy, named ownership, regular board AI reporting.

	Integrated
	Governance embedded in strategy, decisions, and culture.
	AI is a standing agenda item. Risk appetite defined. Culture supports governed adoption.




	Action Plan



Use the table below to capture your three to five priority actions. Assign a named owner and a deadline to each. Transfer to the Capability & Readiness Tracker (Excel) for ongoing monitoring.

	Priority Gap / Domain
	Agreed Action
	Owner
	Deadline

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



	Reporting statement



"Capability & Readiness Audit completed [date]. Director capability: [stage]. Organisational readiness: [stage]. Priority gaps: [top 2–3 domains]. Named owners assigned. Next review: [date]."

For facilitation guidance, how to measure success over time, and how to embed follow-through in your organisation, see the companion Facilitation & Implementation Guide (Asset 3 of 3).










































Disclaimer
The AI Governance Toolkit is provided by the Institute of Directors (IoD) Ireland for general informational purposes only. It is intended as a practical guide to support members. The toolkit does not constitute legal, regulatory or professional advice. IoD Ireland accepts no liability for any loss, damage or consequence arising from the use of, or reliance on, this material. 
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